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Garcia: Browser that Archives Webpages

Browser that Archives Webpages
Abstract:
An Internet web browser can archive webpages visited by a user. The archived pages can be
verified by a trusted third party. The archived pages can include signatures and/or certificates
that can be verified by the trusted third party, ensuring authenticity of the archived pages. The
web browser can archive and request the trusted third party to verify the webpages by use of a
plugin provided by the trusted third party.
Content stored and provided by Internet websites can change over time. What was
displayed by a particular website at one time can change at a later time, either due to standard
changes in content or the administrator no longer wanting to present particular content. It can be
helpful to store content displayed by a website for retrieval at a later time.
One example of the value of storing content displayed by a website is legal proceedings.
Discovery in legal proceedings can involve retrieving past documents. The volatility of Internet
websites and the information presented on these websites can present challenges in determining
what information was presented and when the information was presented. It can be helpful to
have a verifiable snapshot of information presented at particular times.
To store verified copes of content displayed by a website, a browser can store archived
versions of webpages presented by the website. The pages can be printed to portable document
format (pdf) for later viewing in a pdf viewer. The browser can send the pdf pages to a third
party server, which will add signatures to the pages to authenticate the date and time that the
website presented the pages.
FIG. 1 is a diagram showing a client 102 in communication with a web server 106 and a
third-party server 108 via the Internet 104. The client 102 communicates with the web server 106
and third-party server 108 via the Internet, such as by sending Hypertext Transfer Protocol
(HTTP) requests and receiving HTTP responses from the web server 106 and third-party server
108.
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The client 102 can include any computing device with a web browser, such as a desktop
computer, a laptop or notebook computer, a tablet computer, a thin client, or a smartphone. The
web browser can send HTTP requests to the web server 106 via the Internet 104, such as requests
for Hypertext Markup Language (HTML) pages that form webpages, and receive HTTP
responses from the web server 106 via the Internet 104, such as the requested HTML webpages.
The web browser can send HTTP requests to the third-party server 108 via the Internet 104, such
as requests to add a signature to a webpage or verify a webpage that includes a signature, and the
third-party server 108 can send HTTP responses to the web browser via the Internet, such as the
signature or verification. The third-party server 108 can, before generating and sending the
signature or verification to the client 102, retrieve, from the web server 106, the page identified
(such as by a URL) by the request received from the client 102, to independently verify the
content of the webpage. The addition of the signature or verification could also be performed by
the browser on the client 102, without the browser transmitting the full image of the rendered
page, with the browser requesting the third-party server 108 to digitally timestamp and sign the
checksums and fingerprints that are computed for the document.
The web server 106 can be a server that maintains webpages associated with a website
and responds to HTTP requests by sending the requested webpages. The third-party server 108
can be controlled by a trusted third-party that verifies and/or authenticates archived versions of
webpages.
FIG. 2 is a diagram of a web browser 200. The web browser 200 runs on the client 102
shown and described with respect to FIG. 1. The web browser 200 includes an address bar 202
into which a user can input an address of a website, and/or a file path of a webpage at a website,
such as a uniform resource locator (URL). In the example shown in FIG. 2, the user has entered
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the URL 204, “www.website.com”. The browser 200 also displays an image 206 that the
browser 200 rendered based on a webpage received from a web server 106 in response to the
browser 200 making the HTTP request with the URL 204. In this example, the image 206 is the
word, “Hello.”
A user can archive the image 206 generated by the client 102 based on the webpage that
the web server 106 sent to the client 102 by instructing the browser 200 to execute a plugin that
archives the image 206 displayed by the browser 200. The browser 200 may have downloaded
the plugin from the third-party server 108, and installed the plugin for later execution. In
response to execution of the plugin, the browser 200 can render the image 206 and/or presented
webpage into an image, such as a pdf file, a bitmap (bmp) file, Joint Photographic Experts Group
(jpeg) file, tag image file format (tiff) file, or other image file, and send the image to the thirdparty server 108 along with a request for a signature verifying the image. The third-party server
108 can generate and send a signature to the browser 200 to verify the webpage. The signature
can be based on the content of the webpage and/or image 206.
FIG. 3 shows a grid 300 for computing checksums 302, 304 based on the image 206
rendered by the browser 200. In this example, the third-party server 108 calculates column sums
302 based on a number of boxes in each column within the grid 300 that are occupied by the
image 206, and calculates row sums 304 based on a number of boxes in each row within the grid
300 that are occupied by the image 206. The third-party server 108 can generate a signature
and/or certificate based on the column sums 302 and row sums 304, such as by computing a
cyclic redundancy check (CRC) or a sha sum (which may be computed by a computer program
such as sha1sum). The third-party server 108 can also take other factors into account in
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generating the signature, such as colors and/or density of pixels, a date of the request from the
browser 200, a time of the request from the browser 200, or other contextual data.
FIG. 4 shows a verified archival presentation 400. The browser 200 can display the
verified archival presentation 200 based on the rendered image 206, stored state information 402,
and signatures 404A, 404B, 406A, 406B. The verified archival presentation 400 includes state
information 402, such as the URL of the webpage and time and date information (which may be
shown in month (MM), day (DD), year (YYYY), hour (HH), and minute (MM) format).
In this example, the signatures and/or certificate include a side bar fingerprint code 404A
based on the column sums 302 and a side bar fingerprint code 404B based on the row sums 304.
The signatures can also include fingerprint code checksums 406A, 406B based on the computed
checksums. The side bar fingerprint codes 404A, 404B and fingerprint code checksums 406A,
406B can be represented in the verified archival presentation 400 as colors indicating numbers
and/or bar codes imperceptible to a human eye. The side bar fingerprint codes 404A, 404B and
fingerprint code checksums 406A, 406B can also indicate state information such as a logged-in
user and which cookies are stored on the browser 200.
To verify the authenticity of the image 206 and state information 404, a user of the client
102, or any other user who did not originally download the image 206 and request the signature
from the third-party server 108, can send the verified archival presentation 400 to the third-party
server 108. The third-party server 108 can check the checksums and determine whether the
checksums are valid. If the checksums are valid, then the third-party server 108 will send a
message to the user indicating that the checksums are valid and the image 206 was presented by
the web server 106 at the URL and date and time indicated by the state information 402. If the
checksums are not valid, then the third-party server 108 will send a message to the user
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indicating that the third-party server 106 cannot confirm whether the image 206 was presented
by the web server 106 at the URL and date and time indicated by the state information 402. In
an example, if only a small fraction of the elements in the image 206 are modified, the thirdparty server 108 can determine which elements were altered and send an indication to a client,
which can present the modification to a user, such as in an overlay.

Published by Technical Disclosure Commons, 2017

6

Defensive Publications Series, Art. 509 [2017]

Third-Party
Server
108

Web Server
106

Internet
104

Client
102

http://www.tdcommons.org/dpubs_series/509

7

Garcia: Browser that Archives Webpages

Address Bar
202

Browser
200

URL
204

www.website.com

Image
206

Published by Technical Disclosure Commons, 2017

8

Defensive Publications Series, Art. 509 [2017]

Grid
300

0
4

Row Sums
304

5

Image
206

0
0
0

2

2

2

2

1

0

Column
Sums
302

http://www.tdcommons.org/dpubs_series/509

9

Garcia: Browser that Archives Webpages

Verified Archival
Presentation
400
402

Envelope Information:
URL: http://www.website.com
Timestamp: MM DD YYYY HH MM
404A

406A

206
404B

406B

Published by Technical Disclosure Commons, 2017

10

